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Abstract—Over the years, communication platforms has 

transformed, with instant messaging services like Whatsapp 

dominating, hosting 2.44 billion users and facilitating over 100 

billion daily messages by April 2022. However, the growing 

reliance on social media introduces potential vulnerabilities in data 

handling. To address this, popular messaging platforms such as 

Whatsapp, Telegram, and iMessage adopt end-to-end encryption. 

Whatsapp, employing the Signal Protocol, employs key pairs and 

"ratcheting" to safeguard messages, ensuring a continually 

evolving and secure system to prevent data leaks and protect user 

privacy. 
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I.   INTRODUCTION 

Over the course of decades, forms of communication have 

varied, With the rapid growth if technology and the internet. 

Society’s form of communication has shifted into the instant 

messaging services. As social media becomes more prevalent in 

our day-to-day routine, text messaging applications have 

become society’s main form of communication. Delivering 

messages through instant messaging applications has become an 

irreplaceable part in social interactions.  

Taking data from Whatsapp alone, by April 2022, there are 

2.44 billion active users globally. Over 100 billion messages are 

sent through Whatsapp each day. Let alone from other 

messaging applications, resulting in a surge amount of text 

messages exchanged daily.  

However, with the increasing amount of dependency in social 

media, there is also an increasing amount of vulnerability. These 

vulnerabilities stem from the potential mishandling of a client’s 

data. Consequently, secure protocols are crucial to build a 

protected chatting system.  While messaging, users can 

sometimes include private data or information. If not handled 

correctly, it could pose a serious risk for the client, resulting in 

data leaks.  

Chat security and privacy are essential to have a safe and 

secure data transaction within clients. In response to a possible 

security breach, chat messaging applications are always 

constantly being developed to follow the trend. Popular text-

messaging services such as Whatsapp, Telegram, and iMessage 

have implemented a form of security protection to mitigate 

possible data leaks, 

One of the most common practices is using end-to-end 

encryption as implemented by Whatsapp, Telegram, and 

iMessage. To simplify, end-to-end encryption will intercept a 

client text messages if it detects an outside party by scrambling 

it to be unreadable. Whatsapp in particular, uses Signal Protocol 

which provides a set of cryptographic specifications for end-to-

end encryption. As an overview, Signal Protocol uses a 

technique called ‘racheting’ which sets a combination of 

temporary and permanent pairs of public and private keys to 

both clients and updates those keys with every message sent. 

 

II.  CRYPTOGRAPHY THEORY 

Formally, cryptography is the art of maintaining the security 

of messages by encoding them into another unreadable and 

meaningless form. Its purpose is to provide confidential 

messages so that unauthorized parties cannot read them. 

Messages are received in the form of plaintext (readable and 

understandable) and delivered in the form of ciphertext 

(unreadable and meaningless). Encryption is the process of 

encoding plaintext into ciphertext. Whereas decryption is the 

process of returning the ciphertext to its plaintext. 

 
Figure 1. Encrypting and decrypting scheme 

(https://www.researchgate.net/figure/Main-stages-of-a-

common-encryption-chain-The-content-is-encrypted-using-a-

ciphering_fig2_282333370) 

 

Historically, the study of cryptography is divided into three 

stages. Early cryptography goes back to the time of Julius 

Caesar. Early encryption took the form of substitution cyphers 

where the alphabets are shifted to create a ciphertext.  

The second stage of cryptography revolves around the World 

War II period and based on cryptographic engines such as the 

German Enigma Machine. These machines are used to encrypt 

and transmit coded messages which the German used during the 

war. The final stage is today’s modern cryptography, which 

highly relies on computers and mathematical calculations.  

Cryptography itself has protocols and are required to be made 

public. Those protocols are embedded in the form of keys. Keys 

ar data, not algorithms. A key is a sequence of characters which 

mailto:113522048@std.itb.ac.id
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contains an encryption of data and is made to a seemingly 

random appearance. Its function is similar to a physical key, 

allowing those with the correct key to decrypt (unlock) the 

encryption. 

Generally, cryptography is classified into 2 main methods, 

Symmetric Encryptions, and Asymmetric Encryptions. 

 

A. Symmetric Encryptions 

Symmetric key encryption involves transforming a message 

using a key which then can be used for decryption. It is referred 

to as a secret key, shared through a private channel between the 

sender and receiver. The original plaintext will have a larger size 

than the ciphertext. This form of encryption is typically used for 

transferring a massive amount of data. Symmetric key 

encryption utilizes keys in 128 or 256 bits. Compared to 

asymmetric encryptions, it has lower security due to only using 

one key for both encryption and decryption, though the 

symmetric encryption process is very fast. 

Symmetric key algorithms are categorized into 2 types based 

on the input data. Block cipher converts plaintext by taking one 

plaintext’s block at a time (64/128/256 bits). Whereas stream 

cipher converts plaintext by taking 1 byte of a plain text at a 

time.  

Block ciphers require an initialization vector (IV), a random 

sequence of characters to encrypt the first block of plaintext. It 

acts as the initialization vector for subsequent blocks. There are 

different modes used to generate IV, Electronic Codebook 

(ECB), Cipher Block Chaining (CBC), Cyber Feedback (CFB), 

Counter (CTR), Output Feedback (OFB), Galois (GCM).  

In stream ciphers, initially a key will be generated by a 

random bit generator which then produces a random 8-bit output 

that will be treated as a keystream. Keystream is a combination 

of plaintext with random characters to produce ciphertext. 

Characters vary from bits, or even conventional alphabets. Keys 

are usually made longer to prevent brute force attacks. As an 

example, plaintext will undergo XOR operation to generate 

ciphertext. 

 

Encryption 

Plaintext     : 1101010 

Keystream : 0100110 

-------------------------------- XOR 

Ciphertext : 1001100 

 

Decryption 

Ciphertext : 1001100 

Keystream  : 0100110 

-------------------------------- XOR 

Plaintext : 1101010 

Some examples of block cipher symmetric systems are DES, 

IDEA, Blowfish, and others. For stream cipher symmetric 

systems are RC4, TKIP, and others. 

 

B. Asymmetric Encryptions 

In contrast to symmetric encryption, asymmetric encryptions 

require two keys. One key is made publicly available and the 

other private, together used to encrypt and the other to decrypt. 

Both keys are acquired from mathematical calculations.  

In asymmetric encryption, the size of ciphertext is same as the 

original plaintext. Asymmetric encryption is mainly used for 

small amounts of data, as its process is slower than symmetric 

encryption. Asymmetric encryptions need a higher rate if CPU 

utilization. Compared to symmetric encryption, asymmetric 

encryption is more secure as it needs two separate keys from 

encryption and decryption. Asymmetric systems provide 

enhanced security in the form of digital signatures. 

Asymmetric encryptions are mainly used for authentication 

and confidentiality. With the use of public key, anyone can 

encrypt a message, allowing confidentiality. Even so, only the 

private key owner can decrypt the message. 

 

Another principal foundation of cryptography is none other 

than ‘Hash Function’. It is an algorithm which takes an input of 

arbitrary length then converts it into a binary string with a fixed 

size of bits. In other words, hash functions use mathematical 

calculations to transform a numerical input into a more 

compressed value. When dealing with hash functions it is 

important to avoid collisions. Some widely used hash functions 

are :  

1. Secure Hashing Algorithm (SHA) 

2. RACE Integrity Primitives Evaluation Message Digest 

3. Message Digest Algorithm 

4. Whirlpool 

 

III.   DISCUSSION 

The process of encrypting for secure messaging will be put  

into different parts, such as : 

 

A. End to End Encryption 

End-to-end encryption is a system for communication. It 

allows only the sender and receiver to be able to view the 

message. End-to-end encryption is used in most instant 

messaging services nowadays.  

Data is encrypted on the sender’s device and only the receiver 

is allowed to decrypt it. It prevents third parties from obtaining 

the data while it’s being transferred. By using E2E (End-to-end 

encryption), it halts data tampering. In E2E, decryption keys are 

not transmitted, as the receiver will already have it in their 

possession, this is the reason why E2E is able to halt tampering. 

Tampering is a malicious threat, if a message is tampered with 

or altered during transmission, the receiver will not be able to 

decrypt the contents of the message. 

E2E utilizes cryptographic keys for encrypting and 

decrypting messages, the keys will be stored on endpoints. Once 

the public key is shared, other parties will be able to encrypt a 

message and send it to the owner of the public key. The 

messages will only be able to be read using the private key. 

In secure messaging, end-to-end encryption is achieved using 

two methods, RSA method for asymmetric encryption and AES 

method for symmetric encryptions. As an overview there are 

two steps of how both asymmetric and symmetric encryption are 

carried through: 

 

1. Key Exchange (RSA) 

 

The RSA asymmetric algorithm will generate each pair of 
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keys, private keys and public keys for the sender and receiver. 

The public key will be openly distributed, whereas the private 

key will be kept strictly confidential.  

When the two parties want to start a conversation, they will 

exchange their public keys. As said earlier, the public keys are 

used to allow other parties to convey messages to the owner. 

Secure messaging implements the DHKE (Diffie-Hellman key 

exchange) algorithm for secure public key exchange between 

the sender and receiver. Once both parties receive the exchanged 

keys, they will generate a shared key. Only the owner with the 

corresponding private key can decrypt the message and retrieve 

the shared keys. 

 

2. Data Encryption and Encryption (AES) 

 

Once the symmetric keys are obtained securely using RSA, 

both parties will use AES to encrypt and decrypt the actual 

message or data. AES is a symmetric algorithm that make use of 

the shared keys for decrypting the encrypted message.  

 

 
Figure 2. End-to-End Encryption Scheme 

(source: writer’s archive) 

B. RSA Method 

The RSA method is developed by 3 MIT researchers, Ronald 

Rivest, Adi Shamir, and Leonard Adleman in 1976, hence the 

name RSA (Risvest-Shamir-Adleman). As it is an asymmetric 

encryption, two keys will be generated, a private key for 

decrypting and a public key for encrypting. 

A brief glossary for commonly used terminologies for 

generating public keys and private keys using RSA method: 

1. Public key pairs (n,e) 

2. Private key pairs (n,d) 

3. Two distinct prime numbers p,q 

4. Product of two prime numbers n 

5. Totient function φ(n) 

6. Public exponent e 

7. Private exponent d 

8. Plaintext m 

9. Ciphertext c 

 

The first step to generate a RSA key is to choose two distinct 

prime numbers p and q. Generally, a large number is commonly 

chosen to keep the security of the keys. Using a large number 

complicates outside parties since there will be a plethora of 

combinations for factorizations. Therefore, security is still 

preserved, even if n is made public. Determine n (not to be kept 

private) 

 

𝑛 = 𝑝 × 𝑞  (1) 

 

Determine the totient function φ(n). The totient function is 

used to generate the public exponent by. Pick a number such that 

it is an integer and not a factor of n and is relative prime to φ(n) 

 

  𝜑(𝑛) = (𝑝 − 1)(𝑞 − 1) (2) 

 

gcd(𝑒, 𝜑(𝑛)) = 1 (3) 

 

The public key is generated as (n,e). The public key is used to 

create d (private exponent). Determine d by checking 

congruence, such that 

 

𝑒𝑑 ≡ 1 (𝑚𝑜𝑑 𝜑(𝑛)) (4) 

The private key is generated as (n,d). With the existence of 

both the private key and public key, messages can be encrypted 

and decrypted. To encrypt a plaintext into ciphertext, divide it 

into blocks to optimize computing, then represent the message 

into an integer between 0 and n-1. Encrypt by raising m to the 

power of e, to decrypt raise to the power of d 

c ≡  𝑚𝑒  𝑚𝑜𝑑 𝑛 (5) 

m ≡  𝑐𝑑  𝑚𝑜𝑑 𝑛 (6) 

The RSA algorithm is secure; however, it has its limitations. 

Especially when computing large amounts of data. Therefore, in 

messaging end-to-end encryptions, AES is used to process the 

data, complimenting RSA’s flaw. 

 

C. AES Method 

AES method is a symmetric encryption algorithm used for 

encrypting and decrypting the data in E2E messaging services. 

It is first introduced in 1998. It increased the previously 64 bits 

block-size into 128 bits. It takes a plaintext in the size of 128 

bits or 16 bytes and generates a key. The key length varies from 

128,192, or 256 bits. The standard AES algorithm specifies three 

blockciphers: AES128, AES192, AES265 (corresponding to the 

key length). In general, the AES functions as 

 

Function AES(M) 

 (K0,..,K10)  expand(K) 

 S  M ⊕ K0  

 For r = 1 to 10 do 

  s  S(s) 

  s  shift-rows(s) 

  if r ≤ 9 then s  mix-cols(s) 

  s  s ⊕ Kr 
 Endfor 
 Return s 
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From the function above AES takes M, the message, in the 

size of 128 bits. The s is called the state, M will be the 

initialisation state and C (ciphertext) will be the final state. The 

keys created are represented as K. Each iteration is called a 

round, the number of rounds varies according to the length of 

key that will be produced. In the function above each round is 

represented as r, the number of 1-10 states it is an AES128 

operation. 

 

Key Length Rounds 

128 bits (16 bytes) 10 Rounds 

192 bits (24 bytes) 12 Rounds 

256 bits (32 bytes) 14 Rounds 

Table 1. AES Round numbers 

 

In each round, identical operations are performed with 

different subkeys (Kr). There are four procedures, that are 

utilized in each round: 

 

1. The Byte Sub Transformation (BS) 

 

This process is represented as S. Byte Sub Transformation 

uses an S-Box for its operation. An S-Box is a 16 x 16 matrix of 

byte values. It contains a precalculated permutation of all 

possible 256 8-bit value. 

 

 
Figure 3. S-box  

(https://www.researchgate.net/figure/AES-S-Box-Rijndael-S-

Box-16_fig4_318906543)  

 

Each byte of M (message) will be substituted with the 

corresponding byte from the S-box, depending on the position 

of the rows and columns. AES will find the compatible byte and 

selects it as a unique 8-bit value for substitution. 

As an example (will be made in a smaller scale than original 

for explaining purposes), 

 

Plaintext(M) Ciphertext(C) 

[ 
00 01
𝑎0 𝑎1

] [ 
63 7𝑐
𝑒0 32

] 

Table 2. AES Byte Sub Transformation Example 

 

The input ‘a0’ is divided into two parts, ‘a’ is the row in S-

box, ‘0’ is the column in S-box. The output ciphertext will be 

the corresponding element based on the row and column. 

 

2. The Shift Row Transformation (SR) 

 

This process is represented as shift-rows. In this process, the 

state rows are shifted left circularly over multiple offsets. Row 

0 is not shifted, shifting starts from row 1. The row will be 

moved (n) bytes, with n being its row index.  

As an example, 

 

Before After 

00 01 02
𝑎3 𝑎5 𝑎6
𝑒𝑓 𝑒2 𝑒1

 

00 01 02
𝑎5 𝑎6 𝑎3
𝑒1 𝑒𝑓 𝑒2

 

Table 3. AES Shift Row Example 

 

As seen from the table, row 0 is not shifted, row 1’s element 

is shifted one byte circularly to the, and row 2’s element is 

shifted 2 bytes circularly to the left. 

 

3. The Mix Column Transformation (MC) 

 

This process is represented as mix-cols. It is not performed in 

the last round. The shift row transformations produce a state 

matrix. In the Mix Column Transformation, the state matrix is 

treated as a 4x4 matrix. A multiplication operation is then 

performed/ The multiplication involves multiplying each 

element in the state matrix with the corresponding element in a 

pre-defined mix column matrix, usually from the Galois Field 

(for the purpose of the essay, a simplified matrix will be used).  

 

The pre-defined matrix is represented as, 

 

[ 

02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

] 

 

Say the state matrix is represented as, 

 

[ 

63 𝑐𝑎 𝑒𝑏 𝑎𝑓
25 12 34 98
𝑎𝑏 09 𝑑𝑐 𝑏𝑎
13 4𝑓 56 8𝑐

] 

 

The operation involves multiplying the pre-defined matrix 

row elements with the state matrix column elements and 

operating a XOR (⊕) operation on each individual element. The 

formula for each column in the state matrix as follows,  

 
(𝑃00  × 𝑆0𝑎 )  ⊕ (𝑃01  × 𝑆1𝑎 ) ⊕ (𝑃02  × 𝑆2𝑎 ) ⊕ (𝑃03  × 𝑆3𝑎 ) =  𝐴1 

(𝑃10  × 𝑆0𝑎 )  ⊕ (𝑃11  × 𝑆1𝑎 ) ⊕ (𝑃12  × 𝑆2𝑎 )  ⊕ (𝑃13  × 𝑆3𝑎 ) =  𝐴2 

(𝑃20  × 𝑆0𝑎 )  ⊕ (𝑃21  × 𝑆1𝑎 ) ⊕ (𝑃22  × 𝑆2𝑎 ) ⊕ (𝑃23  × 𝑆3𝑎 ) =  𝐴3 

(𝑃30  × 𝑆0𝑎 )  ⊕ (𝑃31  × 𝑆1𝑎 ) ⊕ (𝑃32  × 𝑆2𝑎 ) ⊕ (𝑃33  × 𝑆3𝑎 ) =  𝐴4 

   (7) 

 

𝑃𝑖𝑗  refers to the pre-defined matrix’s elements, 𝑆𝑖𝑎 refers to 

the state matrix’s elements where a is the column’s index. AX 

refers to the new state matrix elements (per column). For 

instance, here is an example of the first row’s calculation, 
(02 × 63) ⊕ (03 × 25) ⊕ (01 × 𝑎𝑏)  ⊕ (01 × 13) =  11 

(01 × 63)  ⊕ (02 × 25) ⊕ (03 × 𝑎𝑏)  ⊕ (01 × 13) =  3𝑏 

(01 × 63)  ⊕ (01 × 25) ⊕ (02 × 𝑎𝑏)  ⊕ (03 × 13) = 29 

(01 × 63)  ⊕ (01 × 25) ⊕ (01 × 𝑎𝑏)  ⊕ (02 × 13) =  81 

https://www.researchgate.net/figure/AES-S-Box-Rijndael-S-Box-16_fig4_318906543
https://www.researchgate.net/figure/AES-S-Box-Rijndael-S-Box-16_fig4_318906543
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Once the mix colum operation has been carried through the 

new state matrix should be, 

 

[ 

11 𝑒4 𝑐0 𝑎0
3𝑏 𝑏𝑎 41 3𝑑
29 27 65 𝑒7
81 𝑑𝑏 85 37

] 

 

4. Add Round Key (ARK) 

 

In each round, a set of round keys will be obtained from the 

other three operations. An XOR operation will be performed 

between the previous round keys with the new state matrix. The 

result will be the final key generated. 

 

For example, there is a set of round keys matrix, and the new 

state matrix,  

 

[ 

3𝑒 𝑎7 35 68
1𝑐 92 6𝑏 𝑓𝑒
𝑎1 47 𝑓0 4𝑑
𝑐3 10 𝑏7 𝑎1

]  [ 

11 𝑒4 𝑐0 𝑎0
3𝑏 𝑏𝑎 41 3𝑑
29 27 65 𝑒7
81 𝑑𝑏 85 37

] 

 

         Round keys                  State matrix 

 

The Add Round Key operation formula is stated as follows, 

 

𝑆𝑖𝑗  ⊕  𝑅𝑖𝑗 =  𝐾𝑖𝑗   (8) 
 

𝑆𝑖𝑗  represent the state matrix elements, whereas 𝑅𝑖𝑗 represents 

the round key matrix elements. The new key is represented with 

𝐾𝑖𝑗 .  As an example, the first row will be calculated int the form 

of, 

 

11 ⊕  3𝑒 =  2𝑓 

𝑒4 ⊕  𝑎7 =  43 

𝑐0 ⊕  35 =  𝑓5 

𝑎0 ⊕  68 =  𝑐8 

 

The final state matrix result for each round iteration is, 

 

[ 

2𝑓 43 𝑓5 𝑐8
27 28 2𝑎 𝑐3
88 60 95 𝑎𝑎
42 𝑐𝑏 32 96

] 

 

The four operations will be executed with the round numbers 

accordingly. 

 

D. Diffie-Helman Key Exchange 

In plain sight, the Diffie-Helman Key Exchange is similar 

with RSA, though both hold significant differences. Diffie-

Hellman is used for secure key exchange, whereas RSA is used 

for encryption and decryption. Diffie-Hellman key generation is 

based on modular arithmetic, contrasting with RSA which is 

heavily based on the complexity of number factorization. T 

The Diffie-Helman procedure requires two parties, both 

parties will select two prime numbers g and p. The parties then 

will choose a private key individually a or b. This is used to 

generate a key using the equation, 

 

𝑥 = 𝑔𝑎 𝑚𝑜𝑑 𝑝 

𝑦 = 𝑔𝑏 𝑚𝑜𝑑 𝑝 

 

After that, they both will exchange public keys. Alongside the 

private key, they will generate a shared secret key with the 

formula, 

𝐾1 = 𝑦𝑎  𝑚𝑜𝑑 𝑝 

𝐾2 = 𝑦𝑏 𝑚𝑜𝑑 𝑝 

 

Mathematically, it can be shown  that K1 = K2 and both 

parties now have a shared secret key to encrypt. 

 
Figure 4. Diffie – Hellman Procedure 

(https://www.researchgate.net/figure/Block-diagram-of-the-

Diffie-Hellman-algorithm_fig1_349609600)    

 

As an example. 

 

Let , 

 p = 17 

 g = 3 

 

 Party I private key = 5 

 Party II private key = 7 

 

 𝑥 = 35 𝑚𝑜𝑑 17 = 5 

 𝑦 = 37 𝑚𝑜𝑑 17 = 11 

 

 Party I shared private key: 

 115 𝑚𝑜𝑑 17 = 10  
 

 Party II shared private key: 

 57 𝑚𝑜𝑑 17 = 10 

 

The shared private key between the two parties is 10. 

 

 

IV.   EXPERIMENT 

A. Implementing RSA 

Though many cryptographic code libraries provide a 

generated RSA algorithm, for testing purposes below is an 

excerpt of how RSA algorithms work generally. The random 

and sympy python module will be used. 

https://www.researchgate.net/figure/Block-diagram-of-the-Diffie-Hellman-algorithm_fig1_349609600
https://www.researchgate.net/figure/Block-diagram-of-the-Diffie-Hellman-algorithm_fig1_349609600
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Figure 5. Generating Public Key and Private Key 

(source: writer’s archive) 

 

Above is a function to generate RSA public and private keys. 

In this function specifically, the keys sizes will be 1024 bits. 

Numbers p and q are generated by ‘sympy.randprime’ with the 

parameter (2**(bits//2-1), 2**((bits)//2)) to ensure it generates 

the correct bit length. e is chosen arbitrarily, d is calculated using 

‘sympy.mod_inverse’ function. 

 

 
Figure 6. Encrypting and Decrypting RSA Function 

(source: writer’s archive) 

 

The encrypt function turns the characters in message into 

ASCII and encrypt them using the RSA algorithm, whereas 

decrypt function turns the ASCII back into characters and 

appends each character to decrypt the message.  

 

 
Figure 7. RSA Testing Scheme 

(source: writer’s archive) 

 

The message ‘MATDIS (～￣▽￣)～’ will be encrypted 

and decrypted using the program. The coloroma module is only 

implemented for testing displaying and formatting purposes. 

The result is projected as follows:  

 

 
Figure 8. RSA Testing Result 

(source: writer’s archive) 

 

B. Implementing AES 

To implement AES algorithm from scratch needs a bigger 

complexity, therefore for implementation purposes, below is a 

simplified function of how the AES algorithm works. 

 

 
Figure 9. AES S-Box and Pre-Defined Matrix 

(source: writer’s archive) 

 

First, the S-box matrix and preDefined (used for Mix Column 

operation) are defined. 

 
Figure 10. AES Byte Substitution Function 

(source: writer’s archive) 
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The subtituteByte function matches the input matrix element 

and switches it with the corresponding element in the S-box 

(Fig.9). ‘//0x10’ and ‘% 0x10’ are used to disassemble the 

element, so that the first digit refers to the S-box’s row index 

and the second digit refers to the S-box’s column index. As an 

example: 

 

Say you have a state matrix, 

 

 
Figure 11. State Matrix 

(source: writer’s archive) 

 

The output from the subsituteBytefunction is, 

 

 
 Figure 12. Byte Substitution Result 

(source: writer’s archive) 

 

 
Figure 13. AES Shift Row Function 

(source: writer’s archive) 

 

The shiftRows function shifts all the elements in each row 

(except row 0) circularly left. Below is the result of the shifted 

matrx using the matrix in Fig.12. 

 

 
Figure 14. Shift Row Result 

(source: writer’s archive) 

 

 
Figure 15. AES Mix Column Function 

(source: writer’s archive) 

 

The mix column will process state matrix by each column and 

perform a multiplication and XOR operation between state 

matrix and preDefined matrix (Fig.9). For an in-depth 

explanation refer to Eq. (7). As an example: 

 

Say you have a state matrix, 

 

 
Figure 16. State Matrix 

(source: writer’s archive) 

 

The output from mixColumns function will be, 

 
 Figure 17. Mix Column Result 

(source: writer’s archive) 

 

 
Figure 18. AES Add Round Key Function 

(source: writer’s archive) 

The last process is addRoundKey where it will perform a 

XOR operation between the current state matrix and the 

round_key from previous iteration. 
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As an example, say you have a set of round keys, 

 
Figure 19. Round Key Matrix 

(source: writer’s archive) 

Once calculated using the state matrix from Fig. 17 the output 

will be, 

 
Figure 20. Add Round Key Result 

(source: writer’s archive) 

 

Conventionally, the 4 steps will be iterated according to the 

number of rounds in the calculation. 

 

C. Simulation 

The Hybrid RSA-AES Simulation will be executed using 

python and the pycryptodome module.  

 

 
Figure 21. Modules and Constant Declarations 

(source: writer’s archive) 

 

The modules used are imported to the environment along with 

declaring constants. symmetricKeySizeBytes refers to the AES 

key size (16 bytes), encMsgKeyBytes refers to the message bit 

size, and rsaKeySize refers to the RSA key bit size. 

 

 
Figure 22. Generating RSA Key Pair 

(source: writer’s archive) 

 

 The function will return a tuple of publicKey and privateKey 

generated with RSA algorithm. 

 

 
Figure 23. Encrypting and Decrypting Messages (AES) 

(source: writer’s archive) 

 

The encryptAES function creates a cipher object using GCM 

(Galois Counter Mode), the message is then encrypted. The 

function returns a nonce (number used once), security tag and 

encrypted message. Nonce and the tag are generated to enhance 

security. 

The decryptAES function breaks down the encrypted message 

and uses the key to generate a cipher object. The message is then 

decrypted using the cipher object.  

 

 
Figure 24. Encrypting and Decrypting Key  

(source: writer’s archive) 

 

The publicKeyEncrypt takes in the receiver’s public key 

which will be used to generate a new cipher object. A random 

symmetric key is generated and the encryptAES function is 

called to create the encrypted message. The function will then 

finalize the encryption by concatenating the symmetric key and 

the message. 

The publicKeyDecrypt will check the existence of the user’s 

private key. If valid, the function will take in the encrypted text 

and split it into the key and text itself. The encrypted key is 

decrypted using the receiver’s private key, resulting in the final 

key. Once the final key is obtained, the function will call 

decryptAES to decrypt the message. ‘PKCS1_0AEP’ is a 

padding scheme (for security) commonly used in RSA. 
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Figure 25. Hybrid RSA-AES Testing Scheme 

(source: writer’s archive) 

 

There will be two user personas, one will be referred to as 

‘Melmel’, the other will be referred to as ‘Nomnom’. Melmel 

will attempt to send a message to Nomnom. 

 The program will first generate a set of public key and private 

key individually. Melmel will write a message, ‘b’ is added to 

the string to mark it as a byte object to create an ASCII 

representation (will be encoded again once displayed). Melmel 

will encrypt the message using Nomnom’s public key as well as 

generating a symmetric key. Nomnom will decrypt the key by 

using their private key and finally, decrypting the message. 

The colorama module is only for displaying purposes and has 

no effect on the algorithm. 

 

 
Figure 26. Final Result 

(source: writer’s archive) 

 

V.   CONCLUSION 

Data security has become a compulsory mechanism to ensure 

safe and secure data transfers. Especially, with the rapid growth 

of social media and messaging services, users must receive 

protection for their data. Hybrid RSA-AES encryption has 

developed into the standard security protocol in messaging 

applications. Utilizing both symmetry and asymmetry 

encryption which guarantees the safety of data transmission, 

whilst mitigating from malicious and hostile interception or 

threats. 

Nevertheless, room for improvement is always required. With 

technology getting more sophisticated, threats are also 

developing. With that, security protocols also need to be updated 

and revolutionized.  
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